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Addendum to the 3024, 3048, and
5012 User’s Guides

% NOTE: The features
described in this section
apply to both the Web
interface and the console
interface for your switch.

New Features: % NOTE: The graphics in

) this section may differ
IP Assignment Mode slightly from the graphics

SNMP Host Authorization Table on your computer.

User Authentication Mode — RADIUS Server IP Address, RADIUS
Shared Secret, IP Filtering, and Allowed IP Addresses

Layer 3 Priority — DiffServ
Contiguration File Management
Enhanced Security Administration

More Statistics/Utilization Summary
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System Manager/IP Settings:

IP Assignment Mode — Sets whether IP functionality is enabled
through manual (static) configuration or set by Dynamic Host
Contfiguration Protocol (DICP) or Boot Protocol (BootP).

— Manual — Sets static IP address.
—  BootP — Gets IP address from a BootP server.
— DHCP — Gets IP address from a DHCP server.

| B w  Favoites Tools  Help |
« .+ . @ 4@ B @ o -
Back Fonand Stop Refresh Home Search  Favortes  History Mail Size Print

| Address [&] hip://1592.168,73.42/index] 1 huml =] @60 [|unke >

HNot Defined
U Home IP Settings
27 Change IP assignment mode, system IP address, network mask, or default gateway IP
* General Infa address, then select ‘Apply’
* Security Admin IP Assignment Mode:

= Firrnware Upgrade

= Configuration IP Address: 192.168.73.42
* Reset Network Mask: 255.255.240.0

I Port Manager

b Address Manager Default Gateway: 192.160.69.250

I Spanning Tree

P WLAN & CoS Apply Relnad

I Part Trunkint

D Part M\rmrmg To permanently save the configuration into non-volatile memory, select Apply’ on this page,
b SnMP followed by “Save Configuration’ from the side navigation

U Muttimedia Support

D Statistics

I Save Configuration

] Done [ @ Intemet 7
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I Tera Term - 192.168.73.42 VT

File Edit Setup Contol Window Help

PowerConnect 3024RA |
System Manager/IP Settings

IP fAssignment Hode: [QELITENY

IP Address: 192.168.73.42
Hetwork HMask: 255.255.248.8
Default Gateway: 192.168.69.258

Hit <Space> to select HManual, BootP, or DHCP
[<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save x

System Manager/Security Admin:

*  User Authentication Mode — Selects the authentication or
authentication sequence required.
—  Local Only — The switch authenticates the user.

-~ Local then Remote — The switch attempts to authenticate the
user first, and then a RADIUS server attempts to authenticate the
user.

—  Remote then Local — A RADIUS server attempts to authenticate
the user first, and then the switch attempts to authenticate the
user.

- Remote Only — A RADIUS server authenticates the user.

¢ RADIUS Server IP Address — Identifies the IP address of the
RADIUS server.

*  RADIUS Shared Secret — Specifies the text string that is shared
between the switch and the RADIUS server.

* IP Filtering — Allows up to 16 IP addresses to access the switch
management function, if enabled.

*  Password Admin — Enables or disables password protection.
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*  Allowed IP Addresses — You can enter up to 16 IP addresses in the
Allowed IP Address table.

* Disable Telnet/Web Access (Console Only) — Provides an option to
enable or disable Telnet or Web access to the switch.
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T Welcome! - = S |
| Ele Edt View Favortes Took Help |
3 =
« .= 9 AN | B- £ o 2
Back Fonpar Stop Refiesh Home: Search  Favorites  History Mail Size Print Edit Messenger
| Address [ ] g //1592.168.73.42/inde 1.haml =] @6 |JL|nks B

Dell I PowerConnect 3024

About

HNot Defined
; s : =
P Hame Security Administration
- Enable or disable passwaord protection for the system account, enable localfrernote authentication,
y GE”E’E_I Info change the system account password, enable/disable IP filtering or change allowed IP addresses, then
* IP Settings select Apply’
» Firmware Upgrade Password Protection is: Disabled x
= Configuration
» Resst — lﬁ
b Port Manager User Authentication Mode: Local Only
[ Address Manager RADIUS Server IP Address: 0.0.0.0
b S e RADIUS Shared Secret:
P WLAN & CoS
[ Pont Trunking
I Part Mirraring Hew Password: I—
b SNMP Verify Password: [
I Multimedia Support
I Statistics
IP Filtering is: Disabled *
I Save Configuration Allowed IP Addresses:
| | | | 0
|&] Done [ [ 4 ntemet )
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I Tera Term - COM2 ¥T |_ (2] x]

File Edit Setup Contol ‘Window Help

PowerConnect 3024RA =]
System Manager/Security Admin

Telnet Access is: [AER]
Web fAccess is: Enabled

Password Protection is: Disabled
User Authentication Mode: Local Only
RADIUS Server IP Address: 0.8.8.8

RADIUS Shared 3ecret:

Hew Password:
Uerify Password:

IP Filtering: Hore...

Hit <Space> to Enable or Disable Telnet Access
[XESC> Back {Ctrl-L> Refresh <Ctrl-W> Save ¥

I Tera Term - 192.168.73.42 VT

File Edit Setup Control “Window Help

PowerConnect 3824RA |
System HManager/Security Admin/IF Filtering

IP Filtering is: Disabled
Allowed IP Addresses
1.1.1.1
2.2.2.2

Enter IP address that is allowed switch access.
[{ESC> Back <Ctrl-X> Delete Row

<Ctrl-L> Refresh <Ctrl-4W> Save Ej

Layer 3 Priority — DiffServ:

* DiffServ — You can change the default ToS priority by selecting
Normal Priority or High Priority for each class of services. This setting
leverages the IETF definition of the IPv4 Type of Service (ToS) octet
in the IP packet-header by using the Differentiated Services Code.
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* Point (DSCP) field(6 bits) classifies packets into any of the 64 possible

classes.

3

| Ele Edt Yew Favores Took Help ﬁ
G o= B EZ[ R e T SO I
Back A Stap Refresh Home: Search  Favortes  History il Size Print Edit Messenger

| Address [ ] g //1592.168.73.42/inde 1.haml =] @6 |JL|nks B

Hot Defined
E :”'"E y Layer 3 Priority =
DL Change the default DSCP priorities by selecting MNarmal Priority’ or High Priority' for each class of
U Port b
b ont Wanager semvice. Then select Apply'.
Address Manager Differentiated Services Code Point (DSCP) fields classify packets into one of 64 classes. The IETF
U Spanning Tree definition of the IPvd Type of Service (ToS) octet in the IP packet-header utilizes DSCP values for
7 prioritization.
= WLAN & CoS Tagging
. 39?”:: :2”: \éUSW DSCP Yalue Priarity DSCP Value Priarity
A o MNormal [x 32 MNormal [x
D Port Trunking 1 MNormal = 33 MNormal = |
b
b ;;n:wlgmmmg 2 Mormal [* 34 Mormal [*
U Multimedia Suppart 3 Mormal [x 35 Mormal [x
" Statistics 4 MNormal [x 36 MNormal [x
U Sawe Configuration 5 Mormal [x 37 Mormal [x
51 Mormal [* 38 Mormal [*
7 Mormal [x 39 Mormal [x
g MNormal [x 40 MNormal [x
9 Mormal [x 41 Mormal [x
10 Mormal [* 42 Mormal [*
11 Mormal = 43 Mormal = =l
|&] Done [ [ 4 ntemet )
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I Tera Term - 192.168.73.42 VT

File Edit Setup Contol Window Help

PowerConnect 3024RA |
ULAH and Co3

a._ULAN Adninistration|
b. ULAN HMembership

c. Default Port ULAN
d. Default Port CoS

e. Layer 3 Priority

Hit <Enter> to add or remove ULANs
[<{ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save x

I Tera Term - 192.168.73.42 VT

File Edit Setup Control “Window Help

PouwerConnect 3824RA |
ULAN and CoS/Layer 3 Priority

DSCP Prty DSCP Prty DSCP Prty DSCP Prty

888086 8) 8100086{16) Hormal 1000868{32) Hormal  1188068{48) Hormal
000861(1) HNormal  B10661(17) Normal  186061(33) Normal  116861(49) Normal
000616(2) HNormal  610616{18) Normal  166610({34) Normal 118616(50) Normal
BOAE11(3) Normal  B1@811(19) Normal  188611(35) Normal  118811(51) Normal
000166(4) HNormal  ©16106(26) Normal 166180(36) Normal  118186(52) Normal
006161(5) HNormal  ©16161(21) Normal  186161(37) Normal  118181(53) Normal
0001168(6) HNormal  ©16118{22) Normal 186116(38) Normal  118118(54) Hormal
0800111(7) HNormal  B16111{23) Normal 186111({39) Mormal  118111(55) Hormal
001606(8) Normal  B11606{24) Normal 161000{48) Mormal 111886(56) Normal
001661(9) HNormal  B11661{25) Normal 161061({41) Normal 111861(57) Normal
BO18168(18) Normal  B11818{26) Normal 181818({42) Normal  111818(58) Normal
061611(11) Normal  ©11611(27) Normal 161611(43) Normal 111811(59) Normal
061186(12) Normal  ©11168(28) Normal  161180(4%) Normal  1111868(668) Normal
061161(13) Normal  ©11161({29) Normal 161181({45) Normal 111181(61) Normal
08611168(14) Normal  ©11118{30) Normal 161118({46) Normal  111118(62) Normal
861111(15) Normal  B11111{31) Normal 161111{47) Mormal  111111(63) Normal

Hit <Space> to select: Hormal or High
[{ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save =

SNMP Host Authorization Table:
If the host authorization is disabled, which is the default setting, the
switch allows any SNMP manager to access the switch. If the host
authorization is enabled, the administrator can specify up to 16 SNMP
managers on the host table to access the switch.
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Back o Stop Refrash Home | Search

G B-

Favortes  History ‘ Ml

-

Size. Print

| Address [&] hip://1592.168,73.42/index] 1 huml

=] @60 ||Links »

Not Defined
E Home Host Table
b Syl R G The Host Table allows for an additional level of security on the netwaork by limiting network
Port Manager access to the switch. To add a host to the access list enter the host name, IP address of the
U Address Manager hast and the community string, then select Apply’. There has to be a matching SNMP
I Spanning Tree carnmunity entry in the SNMP Comrunity Table for each community used in the SMMP Host
U WLAN & CoS Table.
I Part Trunking
U Port Mirraring Host Authorization is: Disahled x
=
S ity Tahl
LA Host Name Host IP Address Community
= Trap Settings | | |
U Muttimedia Support I I I
U Statistics I I I
I Save Configuration [ [ [ i
I I I |
] Done [ @ Interet 7

T Tera Term - 192.168.73.42 VT HE E3

File Edit Setup Control “Window Help

Host Authorization is:
Host Hame IP Address

L=R--R I = B B LR R

PowerConnect 3824RA
SHMP/Host Table

Disabled|
Community String

[~

Status

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Hit <{Space> to Enable or Disable Host Authorization

<ESC> Back <Ctrl-x> Delete Row

<Ctrl-L> Refresh <Ctrl-W> Save 31
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Statistics/Counter Reset:

Reset — Allows you to reset all statistics counters.

A Welcome! - !E[E

| Ele Edi Vew Favoites Iook Help

B-

Mail

J<:=.-».@ ﬁ&|@@

Back o Stop Refrash Home Seaich  Favorites  History

= »

Print

| Adshess [£] hup./192.168.73.42/index 1 huml

=] @60 ||Links »

HNot Defined
U Home Counter Reset
U System Manager Reset all statistics counters by selecting Reset’

I Paort Manager

I Address Manager
I Spanning Tree

P WLAN & CoS

I Part Trunking

I Part Mirraring

' ShMP

I Multimedia Support
>

Reset All Statistics Counters Reset

= Comparison Chart
= Group Chart
* History Chart

= Utilization Surmmary
= Counter Summary

I Save Configuration

About

&) Done

Statistics/Utilization Summary — Allows you to view a summary by
port of the link status, percent utilization, ratio of incoming unicast,

nonunicast, and error packets.
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|
7} Welcom =
| Ele Favortes Tools Help |
: = »
e o= D A B & 4
Back Fonand Stop Refresh Home Search Favorites Histary Mail Size Print

| Address [&] hip://1592.168,73.42/index] 1 huml

=] @60 ||Links »

HNot Defined
b Hame Utilization Summary A
b System Manager Provides a summary of port utilization during the last one second. Select Refresh'to update
P Part Manager the summary
[ Address Manager
e Port Status  WUtlizagon  Uicast  wMonlnicast - uEmors
P Part Trunking 1 Down 0% 0% 0% 0%
. b 2 Oown 0% 0% 0% 0%
b Muttimedia Suppart 34 :boun 0% 0% D% 0%
= 4 Down 0% 0% 0% 0%
» Comparizon Chart 3 Down 0% 0% 0% 0%
* Group Chart 6 Down 0% 0% 0% 0%
= History Chart 7 Down 0% 0% 0% 0%
= Counter Reset 8 Down 0% 0% 0% 0%
9 Down 0% 0% 0% 0%
SR Sy 10 Down 0% 0% 0% 0%
I Sawe Configuration Atlinewn he o = %
12 Down 0% 0% 0% 0%
13 Up 0% BE% 33% 0%
14 Down 0% 0% 0% 0%
15 Down 0% 0% 0% 0%
16 Down 0% 0% 0% 0%
17 Dovn 0% 0% 0% 0%
AR Dream noz, N noz, N LI
] Done [ @ Interet 7

* Refresh — Allows you to refresh the Utilization Summary page.

» Statistics/Counter Summary — Allows you to view all ports

accumulated, transmitted, and received unicast, nonunicast and error

packets.

*  Refresh — Allows you to refresh the Counter Summary page.
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Back A Stap Refresh Home: Search  Favortes  History il Size Print Edit Messenger
| Address [ ] g //1592.168.73.42/inde 1.haml =] @6 |JL|nks B

About

Hot Defined
b Hame Counter Summary el
b Syster Manager Provides a summary of statistical counters since the statistics counter was last reset. Select Refrash’
I Part Manager to update the summary. To reset the statistics counter, select 'Counter Reset' from the side navigation
[ Address Manager
b Spanning Tree Port Status Unicast Unicast  Non-Unicast Mon-Unicast  Errors Errors
b wLAN & CoS Received Transmitted Received Transmitted Received Transmitted
b Part Trunking 1 Up 19255 17813 1228 572 10 0
I Port Mirroring 2 Down i ] 0 0 0 0
E I\Sflﬁmried\a Suppart 31 1o o g D 1 i i
- B 4 Down 0 0 0 0 0 0
» Comparison Chart 3 Down 0 g 0 g 0 u
* Group Chart 6 Down 0 a 0 1) 0 o
= History Chart 7 Down 0 a 0 a 0 a
» Counter Reset 8 Down 0 a 0 1} 0 0
= Utilization Surmmary 9 Down 0 o 0 1] u] a
10 Down 0 a 0 1) 0 o
11 Up 6052 5408 o687 1220 0 a
[ Save Configuration 12 Down 0 a 0 1 0 1
13 Down 0 a 0 a 0 a
14 Down 0 a 0 1) 0 o
15 Down 0 a 0 a 0 a
16 Down 0 a 0 1) 0 o
17 Down 0 a 0 a 0 a
v b g = = & = o [=
|&] Done [ [ 4 ntemet i

" Tera Term - 192.168.73.42 VT

File Edit Setup Control ‘window Help

PowerConnect 3824RA |
Statistics

a. Statistics

b. Reset

Hit <Enter> to view statistics
[<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save =
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I Tera Term - 192.168.73.42 VT

File Edit Setup Contol “Window Help

PowerConnect 3024RA |
Statistics

a. Statistics

+ +

+ Do you want to reset the counters? Yes/J +
+ +

Hit <Enter> to reset statistics
<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save x

Configuration File Management:

To save the switch’s current configuration file to a server, supply the
TETP server IP address and configuration filename, and then select
Transfer Configuration File to Server. To load a configuration file
from a server, supply the TPTP server IP address and configuration
filename, and then select Transfer Configuration File from Server.

To restore the preinstalled configuration, select Restore.

TFTP Server IP Address — Inserts the TFTP Server IP Address to
save or load.

TFTP Path/Configuration Filename — Inserts the TFTP Path and
configuration filename to save or load.

Transfer Configuration File to Server— Saves the switch
configuration file to a server.

Transfer Configuration File from Server — Loads a configuration file
from a server to the switch.

Restore — Restores preinstalled default settings.
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Back A Stap Refresh Home: Search  Favortes  History il Size Print Edit Messenger
| Address [ ] g //1592.168.73.42/inde 1.haml =] @6 |JL|nks B

About

Not Defined
P Home Configuration
2 For saving configuration file to server or loading configuration file frarm server, supply the TFTP server [P
* General Info address and configuration filename, then select Transfer to Senver' or Transfer fram Server'
= IP Settings For restoring the factory configuration, select ‘Restore’. Switch will reset after this operation,
= Security Admin
* Firmware Upgrade TFTP Server IP Address:
e TFTP Path/Configuration Filename:
I Port Manager
I Address Manager Transfer Configuration File to Server
I Spanning Tree Transfer ta Server
U WLAN & CoS
¥ Port Trunking Transfer Configuration File from Server
I Part Mirroring E———
b SHP ransier from Server
U Multimedia Suppart
[ Statistics Restore Factory Default Configuration
Restore
I Save Configuration
|&] Done [ [ 4 ntemet y

" Tera Term - 192.168.73.42 VT

File Edit Setup Control ‘window Help

PowerConnect 3024RA |
System HManager/Configuration

a. Transfer Co guration File to Server
b. Transfer Configuration File from Server
c. Restore Factory Default Configuration

Hit <Enter> to save configuration to file
[<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save =
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Tera Term - 192 168.73. 42 VT

File Edit Setup Contol “Window Help

PowerConnect 3824RA |
System HManager/Configuration/Transfer Configuration File from Server

TFTP Server IP Address: 1.1.1.1
TFTP Path/Configuration Filename: PowerConnect3@24/test1.cfg

Load|

Hit <Enter> to start transfer
<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save x

Tera Term - 192 168.73. 42 VT

File Edit Setup Control “Window Help

PowerConnect 3824RA |
System Manager/Configuration

a. Transfer Configuration File to Server

b. Transfer Configuration File from Server
c. Restore Factory Default Con uration

+

+
+ Restoring defaults will cause a reset. Proceed? Yes/J§ +
+ +

Hit <Enter> to restore factory defaults
<ESC> Back <Ctrl-L> Refresh <Ctrl-W> Save =
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